Clean win32/Brontok.B worm
Before doing anything pls copy this direction to your desktop ..............

1. Open notepad and copy and paste the below to the notepad

----------------------------------------------------------------------------------
Echo Now I begin to Delete some files to create by .... w32.Rontokbro.b@MM

Echo W32/Brontok-A = Email-Worm.Win32.VB.ay

Del %UserProfile%\Local Settings\Application Data\csrss.exe
Del %UserProfile%\Local Settings\Application Data\inetinfo.exe
Del %UserProfile%\Local Settings\Application Data\lsass.exe
Del %UserProfile%\Local Settings\Application Data\services.exe
Del %UserProfile%\Local Settings\Application Data\smss.exe
Del %UserProfile%\Local Settings\Application Data\winlogon.exe
Del %UserProfile%\Start Menu\Programs\Startup\Empty.pif
Del %UserProfile%\Templates\A.kotnorB.com
Del %Windir%\inf\norBtok.exe
Del %System%\3D Animation.scr
Del %Windir%\ShellNew\ElnorB.exe

---------------------------------------------------------------------------------

** Click File >> save as >> 
safe in >> c:
file name >> Brontok.bat
save as type >> All File

2. close all windows applications and fix these items below with hijackthis......

F2 - REG:system.ini: Shell=explorer.exe
O4 - HKLM\..\Run: [Bron-Spizaetus] "C:\WINDOWS\INF\norBtok.exe"
O4 - HKCU\..\Run: [Tok-Cirrhatus] "C:\Documents and Settings\admin\Local Settings\Application Data\smss.exe"
O4 - Startup: Empty.pif = ?

3. Restart into safe mode ....press F8 during boot .

4. Start >> run >> cmd >>Ok

At dos prompt type .... C:\brontok.bat >> Enter

(This will delete all Brontok files .)

Type .... or copy the below and paste to the dos prompt

Cd %UserProfile%\Local Settings\Application Data\Bron.tok-3-3 

and press enter

Type .... del *.* enter
Type ..... cd.. ( has 2 dot after cd ) enter
Type ..... rd Bron.tok-3-3 enter
Type ..... exit enter

5. To recover your registries
To recover registry editor ...copy the below

REG add HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\System /v DisableRegistryTools /t REG_DWORD /d 0 /f

Strart >> Run >> paste the above and click OK

To enable Folder option copy the below and do as above ...

REG Delete HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer /v NoFolderOptions

Copy these 3 below and do as above .....

REG Delete HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v Bron-Spizaetus


REG Delete HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v Tok-Cirrhatus


REG Delete HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\System /v DisableCMD

6. Restart normally
***สามารถ download hijackthis ในมุม download***

